National Film and Television School (the “School”)
Data Protection Policy
1.

Purpose and scope
The purpose of this policy is to ensure compliance with the General Data
Protection Regulation (‘GDPR’) and related EU and national legislation
(‘data protection law’). It sets out the responsibilities of the School, its staff
and students in order to comply fully with data protection law.
Data protection law applies to the ‘processing’ of personal data. ‘Personal
data’ is any information relating to an identified or identifiable natural person
(‘data subject’). Data protection law applies to personal data processed
electronically, and in paper records where these records are (or which are
going to be) held in a "relevant filing system", i.e. a sufficiently structured and
searchable filing system, such as a filing cabinet or organized records room.
It also applies to personal data held visually, for example, in photographs or
video clips (including CCTV) or as sound recordings
This policy applies to all students and staff, and all items of personal data
that are created, collected, stored and/or processed through any activity of
the School across all areas including departments and professional services.
In this policy ‘staff’ means anyone working in any context within the School
and whether permanent, fixed term or temporary, and including visiting
tutors, interns, volunteers, agency staff, workers, and external members of
committees or Boards and references to ‘you’ means anyone that processes
personal data for the School, whether they are staff or students and
regardless of their employment status.
This policy applies to you whenever you handle personal data about anyone
else on the School’s behalf, including colleagues, job applicants, students
and suppliers who are individuals or partnerships and individuals at
organisations and suppliers that are companies who we work with.
This policy should be read in conjunction with:
(a)

the obligations set out in staff employment contracts and worker
agreements which impose confidentiality obligations in respect of
information held by the School

(b)

information security policies, procedures, and terms and conditions

(c)

the Records Management and Retention Policy, and
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(d)

2.

any other contractual obligations on the School or individual staff or
students which impose confidentiality or data management
obligations in respect of information held by the School.

Introduction
The School is committed to complying with data protection law as part of
everyday work practices. This includes but is not limited to understanding
and applying the data protection principles; understanding and fulfilling the
rights given to data subjects under data protection law; and understanding
and implementing the School’s accountability obligations under data
protection law.
The School is a controller under the General Data Protection Regulation
(‘GDPR’).
The School collects and processes personal data about employees,
students, alumni and other individuals (collectively “data subjects”) for
academic, administrative and commercial purposes. This Data Protection
Policy applies to all personal data the School holds about data subjects,
whatever its source.
“Processing” means virtually any dealing with personal data, such as
obtaining, accessing, recording, holding, disclosing, destroying or using the
data in any way. The School will process a data subject’s personal data
where the data subject has given his/her consent or where processing is
necessary to comply with the School’s legal obligations. In other cases,
processing may be necessary for the performance of a contract with the data
subject, for the School’s legitimate interests or the legitimate interests of
others. Where the processing is based on these legitimate interests, the
School must balance up its interests as against the rights and freedoms of
the data subject.
The School will only process ‘special categories’ of personal data (for
example, information relating to ethnic origin, political opinions, religious or
similar beliefs, trade union membership, health, sex life, criminal
proceedings or convictions) when a further condition is met (for example, the
data subject has given his/her explicit consent, or that the processing is
legally required for employment purposes).

3.

Data protection roles and responsibilities
The School's Data Protection Officer is the Registrar.
The National Film and Television School is the controller under the data
protection legislation.
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You have a responsibility to read and comply with this policy and any other
policies referred to in it, as well as to attend all mandatory data protection
training that we provide to you. It is important that you understand what is
required of you. Data protection is a serious matter and (where you are an
employee of the School) failure to comply with this policy may lead to
disciplinary action which could result in summary dismissal.

4.

Data protection principles
The School strives to comply with the six data protection principles outlined
in data protection law when processing personal data. The School has
practices and procedures in place to ensure that personal data is:

5.

(a)

processed fairly and lawfully and in a transparent manner,

(b)

collected for a specified, explicit and legitimate purpose and shall not
be processed in any manner incompatible with those purposes,

(c)

adequate, relevant and not excessive for the purpose for which it is
processed,

(d)

kept accurate and where necessary up-to-date,

(e)

not kept for longer than necessary for the purpose(s) we process it
for,

(f)

processed in a manner that ensures appropriate security including
protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage using appropriate technical or
organisational measures.

Data the School collects and the conditions of processing
In order for it to be legal and appropriate for the School to process personal
data, at least one of the following conditions must be met:
(a) The data subject has given his or her consent
(b) The processing is necessary to perform a contract with the
individual, or to take steps at the request of the individual before
entering into a contract
(c) It is necessary to comply with a legal obligation to which the
School is subject
(d) It is necessary to protect someone’s vital interests (i.e. life or
death situation)
(e) It is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller
(f) It is necessary for our legitimate interests or those of a third party,
provided those interests are not overridden by the individual’s
interests, rights or freedoms.
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All processing of personal data carried out by the School meets one or more
of the conditions above.
The School provides data collection notices which are available on the
School’s website.
More specific rules must be applied to special categories of personal data.
These data must be treated with a high level of security and can be
processed only:

5.1



With the explicit consent of the individual (i.e. consent in writing)



for the performance of a legal duty in relation to employment, social
security and social protection law



for protection of an individual’s or third party’s vital interests where the
individual is unable to give consent;



where the information has been made public by the data subject;



in connection with legal proceedings;



when necessary for reasons of substantial public interest;



for medical purposes (including pre-employment screening and
occupational health records);



for reasons of public health; or



for archiving purposes in the public interest, historical research, or
statistical purposes.

Employees
An employee’s personnel file will contain information about his/her work
history with the School and may, for example, include information about any
disciplinary or grievance procedures, warnings, absence records, appraisal
and personal information about the employee including address details and
National Insurance number. This information is collected to monitor an
employee's progress in their work and to enable the School to contact the
employee when necessary.
There may also be other information about the employee located within the
organization, for example, in his/her manager’s email inbox or computer
desktop; or within documents stored in a “relevant filing system”.

5.2

Students
A student’s file will contain information about his/her history with the School
and may, for example, include application forms, assessment forms,
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references, progress reviews, absence records, and personal information
about the student including address details. This information is collected to
monitor a student's academic progress and to enable the School to contact
the student when necessary.
There may also be other information about the student located within the
organization e.g. in School email folders or other electronic storage; or within
documents stored in a “relevant filing system”.
5.3

Other third parties
The School, or employees or students acting in the context of their activities
at the School, may process personal data of other parties, such as suppliers,
agencies or actors, including child actors.
If you collect or otherwise process this data, you must ensure that you
comply with the principles set out in this Policy. This means ensuring that
the individual in question is fully informed of what data you are processing,
and that you only collect the information that is necessary for the purposes
that you are collecting it for.
Where children are involved, additional care should be taken to ensure that
someone with parental responsibility for the child is fully informed of how and
why the data will be processed, and that such data is not reused or retained
unless necessary.

5.4

Special category personal data
The School may collect relevant special category personal data from
employees and/or from students for equal opportunities monitoring and other
(for example, HESA – see below) monitoring purposes, and to ensure the
School is a safe place for everyone. Where such information is collected, the
School will only use it for these purposes unless there is a need to process
it for a further purpose. If the information is to be used for a further purpose,
the School will inform employees and/or students (as applicable) of the
further purpose for processing, the individuals (identified by name or by role)
or departments within the School who will have access to that information
and the security measures that the School will put in place to ensure that
there is no unauthorized access to it.
The School will ensure that personal information about an employee/a
student, including information in employee/student files, is securely retained.
The organization will keep hard copies of information in secure filing cabinets
or equivalent secure storage. Information stored electronically will be subject
to access controls (including username and password based login details)
and encryption software may be used to protect the data 'at rest'.
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6.

Security of Personal Data

All staff are responsible for ensuring that:
 Any personal data which they hold are kept securely;
 Personal data are not disclosed either orally or in writing, accidentally or
otherwise to any third party, without authorisation.
Staff should note that unauthorised disclosures will usually be a disciplinary
matter, and may be considered gross misconduct in some cases.
Personal data should:
 be kept in a locked filing cabinet, drawer, cupboard or room;
 not be visible to anyone not authorised to see it, either on desks or on
computer screens;
 if it is computerised, be password protected or in a restricted folder
(including the use of password-protected screen savers);
 be sent in a sealed envelope, if transmitted through the post, whether
internally or externally;
 be sent as a password protected attachment if it is sensitive personal
data and is being sent externally by email.
Personal data should not be put on laptops, CD-ROM devices, flash drives, or
other portable media if those media are not encrypted.

7. Rights to Access Personal Data
Data protection law gives data subjects the right to access personal information
held about them by the School. The purpose of a subject access request is to allow
individuals to confirm the accuracy of personal data and check the lawfulness of
processing to allow them to exercise rights of correction or objection if necessary.
However, individuals can request to see any information that the School holds
about them which includes copies of email correspondence referring to them or
opinions expressed about them.
The School must respond to all requests for personal information within one month
of receipt of the request and information will normally be provided free of charge.
For information about responding to a subject access request, see the School’s
Data Access Procedure.
6

7.

Data Subject's Rights
Data subjects have a number of other rights under the GDPR. These include:

7.1

Right to be informed
Data subjects have a right to be informed that you are processing their
information, and specific information about that processing. If you collect
their personal data directly from them, you are obliged to provide this
information at the time of collection. If you obtain the personal data from a
third party, then you are obliged to provide this information at the point of
first communication or sharing of the data, or within one month of receiving
it.

7.2

Right to object
Data subjects have the right to object to specific types of processing which
includes processing for direct marketing, or where the processing is being
carried out on the basis of legitimate interests. The data subject needs to
demonstrate grounds for objecting to the processing relating to their
particular situation, except in the case of direct marketing where it is an
absolute right. Online services must offer an automated method of objecting.
In some cases, there may be an exemption to this right for research or
statistical purposes done in the public interest.

7.3

Right to be forgotten (erasure)
Individuals have the right to ask the School to erase their data in certain
situations such as where the data are no longer required for the purpose for
which they were collected, the individual withdraws consent or the
information is being processed unlawfully.

7.4

Right to restriction of processing
Individuals can ask the controller to ‘restrict’ processing of the data whilst
complaints (for example, about accuracy) are resolved or the processing is
unlawful. This means that the data will be used only with the data subject's
consent; for the establishment, exercise or defence of legal claims; for the
protection of the rights of another person; or for reasons of important public
interest.

7.5

Rights in relation to automated decision making and profiling
The right relates to automated decisions or profiling that could result in
significant affects to an individual. The School does not carry out automated
decision making or profiling.

7.6

Right to rectification
The right to require the School to rectify inaccuracies in personal data held
about them. In some circumstances, if personal data are incomplete, an
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individual can require the School to complete the data, or to record a
supplementary statement.
7.7

Right to Portability
The data subject has the right to request information about them is provided
in a structured, commonly used and machine-readable form so it can be sent
to another data controller. This only applies to personal data that is
processed by automated means (not paper records); to personal data which
the data subject has provided to the controller, and only when it is being
processed on the basis of consent or a contract.

7.8

[Right to withdraw consent]
Individuals have the right to withdraw their consent to our processing of their
personal data at any time. If this happens, we must stop processing their
personal data unless there is another lawful basis which we have notified the
data subject about and which we can rely on – in which case, we must let
the individual know.
If you are a student and you wish to exercise any of the rights above, please
contact the Registry Manager (Registry@nfts.co.uk)
If you are an employee and you wish to exercise any of the rights above,
please contact the HR Advisor (HR@nfts.co.uk)

8.

Providing Information to Third Parties
The School may share a data subject's personal data with selected third
parties if:
(a)

the third party is providing a useful or essential service to the data
subject, for example the (outsourced) payroll provider and pension
advisors;

(b)

the School is under a under a duty to disclose or share personal data
in order to comply any legal obligation; or

(c)

it is necessary to protect the School's rights, property or safety of any
third party.

In particular, the School will send some of the student information we hold
to the Higher Education Statistics Agency ("HESA"). HESA collects and is
responsible for the database in which HESA student records are stored.
Details of how HESA will process this information can be found at:
https://www.hesa.ac.uk/about/regulation/data-protection/notices.
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The School will not otherwise disclose a data subject’s personal data to a
third party without his/her consent. Where the School does disclose a data
subject’s personal data to a third party, the School will have regard to the
data protection principles as described above.
Personal data will only be transferred outside the EU under certain
circumstances. The School will ensure that appropriate safeguards are in
place to protect the data and that the rights of data subjects are available in
respect of it.

9.

Retention of Data
The School will keep different types of personal data for differing lengths of
time, depending on legal, academic and operational requirements, and legal
and regulatory requirements and sector good practice. The School will not
keep personal data for longer than necessary. Both paper and electronic
records should be kept in accordance with the School’s Retention
Schedules,

10.

Training
The School provides mandatory training on data protection to all employees
handling personal data in the course of their duties at work.

11.

Personal Data breach
The School is responsible for ensuring appropriate and proportionate
security for the personal data that we hold. This includes protecting the data
against unauthorised or unlawful processing and against accidental loss,
destruction or damage of the data. The School makes every effort to avoid
personal data breaches, however, it is possible that mistakes will occur on
occasions. Examples of personal data breaches include:
(a)

Loss or theft of data or equipment

(b)

Inappropriate access controls allowing unauthorised use

(c)

Equipment failure

(d)

Unauthorised disclosure (e.g. email sent to the incorrect recipient)

(e)

Human error

(f)

Hacking attack

If a data protection breach occurs the School is required in most
circumstances to report this as soon as possible to the Information
Commissioner’s Office, and not later than 72 hours after becoming aware of
it.
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If you become aware of a data protection breach it must therefore be
reported immediately. Details of how to report a breach and the information
that will be required are included in the Personal Data Breach Procedure.
Any questions or concerns about the interpretation or operation of this Data
Protection Policy should be directed to dataprotection@nfts.co.uk
This policy was last approved and updated in May 2018
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